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Revision Version Summary of Changes

Date Number

01012013 V0.1 Original draft

12022013 V0.2 Suggestions for amendments by Sarah Khawaja, Legal
Services

19072013 V0.3 Suggestions for amendments by Linda Fletcher,
Corporate Counter Fraud Team, & presentation
comments via IMPB

01072015 V0.4 Updated contact details, changed reporting to Audit
Committee to Bi-annual, changed Strategic Directors
Board to Corporate Management Team, removed IMPB.

22082016 V0.5 Added non-RIPA Surveillance to policy

23052018 V0.6 Reviewed by Information Governance & Risk Manager.
Textual amendments to reflect legislative and role
changes made to sections 1., 5., 6.3., 9.2, 12.8, 12.10,
145, 14.6, 16., 17.1, 18.4,19.3, 20.1, 21.2, 22.1, & 22.2

18022019 V0.7 Add social media monitoring, add Investigatory Powers
Commissioner’s Office (IPCO) to replace IOCCO and
OSC, and add annual review of policy by elected
members

03072019 V0.8 Changes to reflect Investigatory Powers Act 2016 and
NAFN’s processing of Communications data,
recommendations from IPCO inspection, update of titles,
use of social media, & keeping records electronically.

19112020 V0.9 Allocated independent oversight responsibility for all

surveillance to Corporate Investigations Team including
Non-RIPA surveillance as well as Comms surveillance
(s19).
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1.2

1.3

1.4

1.5

1.6

Introduction

The Human Rights Act 1998 gave effect in UK law to the rights set out in
the European Convention on Human Rights (ECHR). Amongst the
qualified rights is a person’s right to respect for their private and family
life, home and correspondence, as provided for by Article 8 of the ECHR.
It is Article 8 that is most likely to be engaged when public authorities
seek to obtain private information about a person by means of

surveillance.

Part Il of the Regulation of Investigatory Powers 2000 Act provides a
statutory framework under which covert surveillance activity undertaken
by the Council can be authorised and conducted compatibly with Article 8
and the Data Protection Act 2018.

The Employment Practices Code provides a framework under which
surveillance activity of employees can be authorised and conducted
compatibly with Article 8 and the Data Protection Act 2018.

Surveillance, for the purpose of the Regulation of Investigatory Powers
Act 2000, includes monitoring, observing or listening to persons, their
movements, conversations or other activities and communications. It may
be conducted with or without the assistance of a surveillance device and

includes the recording of any information obtained.

Surveillance is covert if, and only if, it is carried out in a manner
calculated to ensure that any persons who are subject to the surveillance

are unaware that it is or may be taking place.

Specifically, covert surveillance may be authorised under the 2000 Act if

it is either intrusive or directed:

e Intrusive surveillance is covert surveillance that is carried out in
relation to anything taking place on residential premises or in any

private vehicle (and that involves the presence of an individual on the
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1.7

1.8

1.9

1.10

1.11

premises or in the vehicle or is carried out by a means of a

surveillance device);

e Directed surveillance is covert surveillance that is not intrusive but is

carried out in relation to a specific investigation or operation in such a
manner as is likely to result in the obtaining of private information
about any person (other than by way of an immediate response to
events or circumstances such that it is not reasonably practicable to

seek authorisation under the 2000 Act.

The grounds on which local authorities can rely on to authorise directed
surveillance are narrower than those available to the police or security
services. A local authority can only authorise directed surveillance of a
member of the public if the designated person believes such surveillance
is necessary and proportionate for the purpose of preventing or detecting

crime.

In most cases the crime for directed surveillance must be an offence for
which there is a minimum prison sentence of 6 months, and the

surveillance must be authorised by a magistrate.

The Council must have a policy in place to ensure that such directed
surveillance is carried out in compliance with the law and does not breach
the human rights of any of the surveillance subjects, and that surveillance

in or around the workplace is also carried out in compliance with the law.

The Protection of Freedoms Act 2012 amended s28 of RIPA and brought
in the requirement for a magistrate to approve a RIPA authorisation when
the crime threshold was met (criminal offences which attract a maximum
custodial sentence of six months or more or criminal offences relating to

the underage sale of alcohol or tobacco.).

The Investigatory Powers Act 2016 (IPA 2016) provided powers to local
authorities to access communications data in order to carry out their
statutory functions as a Competent Authority under the Data Protection
Act 2018.

5|Page



Not Protectively Marked

3.2

4.1

Scope

The policy applies to all surveillance carried out by The Council, including
external surveillance covered by RIPA authorisations, communication
data acquisitions covered by the IPA 2016 and internal surveillance

covered by the Employment Practices Code

Aim
To provide a framework for the carrying out of covert surveillance of the

public and staff by the Council.

To ensure all legal obligations on the Council are met, in particular, the
Human Rights Act 1998.

Applicability to investigations carried out by or on behalf of
Leicester City Council

This policy applies to covert surveillance activities carried out by or on
behalf of the Council and includes, but is not limited to, the following:

e the taking of photographs of someone in a public place or;

e the recording by video cameras of someone in a public place;

e the use of listening devices or photographic equipment in respect
of activities in a house, provided the equipment is kept outside the
house and the equipment gives information of less quality and
detail than devices which could have been placed in the house
itself

e the taking of photographs of staff in the workplace or;

e the recording by video cameras of staff in the workplace;

e acquisition of communications data e.g. telephone call logs,

subscriber details.

Review and Maintenance

This policy is agreed and distributed for use across the Council by the
Head of Information Governance & Risk on behalf of the Corporate
Management Team. It will be reviewed every two years by the Head of

Information Governance & Risk, who will forward any recommendations
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6.2

6.3

for change to the Monitoring Officer and the Audit & Risk Committee for

consideration and distribution.

Legal Requirements

The Council is obliged to comply with all relevant UK and EU information
legislation. This requirement to comply is devolved to Elected Members,
staff, contractors or others permitted to carry out surveillance on behalf of
the Council, who may be held personally accountable for any breaches of
Article 8 of the Human Rights Act 1998 (Right to Privacy).

The acquisition of a RIPA authorisation will equip the Council with the
legal protection (The RIPA ‘Shield’) against accusations of a breach of
Article 8.

The Council shall comply with the following legislation and other

legislation as appropriate:

e The Data Protection Act (2018) and

e The General Data Protection Regulation (2016)

e Human Rights Act (1998)

e Regulation of Investigatory Powers Act 2000

e Protection of Freedoms Act 2012

e The Telecommunications (Lawful Business Practice) (Interception of
Communications) Regulations 2000

e The Investigatory Powers Act 2016

Policy Statement

Leicester City Council supports the objectives of the Human Rights Act
1998, the Regulation of Investigatory Powers Act 2000, the Investigatory
Powers Act 2016 and the Protection of Freedoms Act 2012. This policy
aims to assist staff with meeting their statutory and other obligations

which covers the issues of Information Governance.
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Objectives
8.1 The policy is intended to provide a framework for carrying out

surveillance activities in compliance with the law by:

o Creating and maintaining within the organisation an awareness of
the Right to Privacy (Article 8, Human Rights Act 1998) as an
integral part of the day to day business;

o Ensuring that all staff are aware of and fully comply with the
relevant legislation as described in policies and fully understand
their own responsibilities when undertaking surveillance activities;

o Ensuring that all staff acquire the appropriate authorisations when
undertaking surveillance activities;

o Storing, archiving and disposing of sensitive and confidential

surveillance information in an appropriate manner.

8.2  The Council will achieve this by ensuring that:

o Regulatory and legislative requirements are met;
o RIPA and surveillance training is provided;
o All breaches of privacy, actual or suspected, are reported,

investigated and any resulting necessary actions taken;

o Standards, guidance and procedures are produced to support this

policy.

Responsibilities
9.1 The Chief Operating Officer, on behalf of the City Mayor and Corporate
Management Team, is the Senior Information Risk Owner and has overall

responsibility for Information Governance within the Council.
9.2 The Head of Information Governance & Risk is responsible for:

o Acting as the Council’s RIPA Monitoring Officer

o Developing, implementing and maintaining the relevant corporate
Information Governance policies, procedures and standards that
underpin the effective and efficient surveillance processes;

o Support and advice to staff and managers on Surveillance;
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The production, review and maintenance of Surveillance policies
and their communication to the whole Council,

Provision of professional guidance on all matters relating to
Surveillance;

Oversight management of all privacy breaches and suspected
breach investigations;

Provision of corporate training;

Provision, via the Intranet, of Surveillance briefing materials and,
through City Learning, of on-line training;

Management and recording of RIPA authorisations;

Providing returns to national inspectors e.g. Investigatory Powers
Commissioner’s office (IPCO)

Liaising with national inspection regimes, IPCO and the CCTV
commissioner to organise inspections;

Production of an annual Information Governance Report.

9.3 The RIPA Authorising Officers will assess and authorise RIPA

applications.

9.4  The Senior Officer, who will be a service manager or above, will be made

aware of IPA Communications data requests via the National Anti-Fraud
Network (NAFN) process.

9.5 The Director of Finance will authorise all internal intercept requests

9.6 The Corporate Investigations Team will advise and assist in all aspects of

staff investigations and internal intercept requests.

9.7 All Directors will:
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9.8

10.

10.1

11.

111

12.

12.1

investigations. This should include the carrying out of risk
assessments.
Elected members will review any updated policy for compliance, and
receive bi-annual reports on surveillance activities, via the Audit & Risk

Committee.

Surveillance Principles

Leicester City Council is committed to a surveillance framework that

ensures:

e Requests for Authorisations are assessed to ensure the privacy of
the individual is not breached unless it is necessary and
proportionate to do so;

e All requests are monitored, and performance indicators made
available to demonstrate compliance with the legislation;

e The surveillance process is regularly audited to ensure compliance
with statutory requirements and that relevant national codes of

practice are followed.

Intrusive Surveillance

Intrusive surveillance is covert surveillance carried out by an individual or
a surveillance device in relation to anything taking place on residential
premises or in any private vehicle. The Council is not permitted to carry

out intrusive surveillance in any circumstances.
Directed Surveillance

Surveillance is directed surveillance if the following are all true:
e itis covert, but not intrusive surveillance;
e itis conducted for the purposes of a specific investigation or
operation;
e tis likely to result in the obtaining of private information about a
person (whether or not one specifically identified for the purposes

of the investigation or operation);
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12.2

12.3

12.4

12.5

12.6

12.7

12.8

e itis conducted otherwise than by way of an immediate response to
events or circumstances the nature of which is such that it would
not be reasonably practicable for an authorisation under Part Il of
the 2000 Act to be sought.

The Council will use Directed Surveillance to acquire information covertly

where it is appropriate and legal to do so.

At the start of an investigation, council officers applying for a RIPA
authorisation must satisfy themselves that what they are investigating is a

criminal offence and passes the criminal threshold test.

The appropriate Directed Surveillance application form, which will be
available on the Council’s intranet site, should be completed and

submitted to the Authorising Officer.

Any officer completing the Directed Surveillance RIPA application form
must contact Legal Services so that they can be authorised to attend the
magistrate’s court on behalf of the Council. This authorisation to act on
behalf of the Council at the court remains valid as long as the applying

officer is employed by the Council.

The applying officer must submit the signed Directed Surveillance RIPA
application, once it is signed by the Authorising Officer, to the local

Magistrate for approval.

If confidential information or matters subject to legal privilege are to be
acquired, the Directed Surveillance may only be authorised by the Head

of Paid Service or their deputy in their absence.

The Head of Information Governance & Risk will ensure there is always a
minimum of three (3) trained Authorising Officers at the Council. These
will be at Divisional Director level or above, and their names published on

the Council’s intranet.
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12.9

12.10

12.11

12.12

13.

13.1

13.2

13.3

Statistical returns for directed surveillance data acquired using RIPA will
be submitted to the IPCO by the Head of Information Governance & Risk

upon request.

The Head of Information Governance & Risk will comply with requests
from the IPCO in relation to the organisation of inspections of the Council

A Directed Surveillance RIPA authorisation may also be used if the crime

threshold is not met but the offence is a criminal offence under:

() sections 146, 147 or 147A of the Licensing Act 2003; or
(i) section 7 of the Children and Young Persons Act 1933

(underage sales of alcohol and tobacco).

A RIPA authorisation is not needed when it is not reasonably practicable
for an authorisation to be sought for the carrying out of the surveillance in

an immediate response to events.

Covert Human Intelligence Sources

Under the 2000 Act, a person is a CHIS if:

a) he establishes or maintains a personal or other relationship with a
person for the covert purpose of facilitating the doing of anything falling
within paragraph b) or c¢);

b) he covertly uses such a relationship to obtain information or to provide
access to any information to another person; or

c) he covertly discloses information obtained by the use of such a

relationship or as a consequence of the existence of such a relationship.

A relationship is established or maintained for a covert purpose if and
only if it is conducted in a manner that is calculated to ensure that one of
the parties to the relationship is unaware of the purpose.

The Council may use a covert human intelligence source (CHIS) to
acquire information covertly where it is appropriate and legal to do so. A
CHIS covertly uses a relationship to obtain information or to provide

access to any information to another person.
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13.4

13.5

13.6

13.7

13.8

13.9

13.10

14.

141

The crime threshold does not apply to the authorisation of a CHIS.

The appropriate CHIS application form, which will be available on the
Council’s intranet site, should be completed and submitted to the

Authorising Officer.

The applying officer must submit the signed CHIS RIPA application, once
it is signed by the Authorising Officer, to the local Magistrate for approval.

The Council will never authorise the use of a CHIS under the age of 16 to

gather evidence against his parents or carers.

The Council will never authorise the use of a CHIS under the age of 18
without carrying out a special risk assessment in relation to any risk of

physical injury or psychological distress to the source that may arise.

If confidential information or matters subject to legal privilege are to be
acquired by the CHIS, or the CHIS is a juvenile or a vulnerable individual,
the Directed Surveillance may only be authorised by the Head of Paid

Service.

Monitoring of Internet and/or social media sites as part of investigations
or enforcement activity must be carried out in compliance with the
relevant Code of Practice. Refer to further guidance entitled ‘How to

Carry Out Surveillance’.

Communications Data

Communications data is generated, held or obtained in the provision,
delivery and maintenance of communications services, those being
postal services or telecommunications services. The term
‘communications data’ embraces the ‘who’, ‘when’ and ‘where’ of a

communication but not the content, not what was said or written. It
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14.2

14.3

14.4

145

14.6

14.7

14.8

14.9

includes the manner in which, and by what method, a person or machine

communicates with another person or machine external to the Council.

Local Authorities must not apply for access to internet connection
records. It is a criminal offence to unlawfully access such internet data

and any staff doing so may be subject to disciplinary procedures.

Applications can be made for entity data (data that associates or links
people, identifies people) or event data (data that identifies or describes

events).

The crime threshold will apply only to the acquisition of communications

data by local authorities for event data and not entity data.

The Council will appoint a Single Point of Contact (SPoC) known as the
Senior Officer, who will be a service manager or above, responsible for
the acquisition of external communications data. If the National Anti-
Fraud Network (NAFN) SPoC system is not used, a trained and

accredited member of Council staff must undertake this role.

If the National Anti-Fraud Network (NAFN) SPoC system is not used, the
appropriate application form, which will be available on the Council’s

intranet site, should be completed and submitted to the Senior Officer.

NAFN will submit the request to the Office for Communications Data
Authorisations (OCDA) on the Council’s behalf if the NAFN service is
subscribed to. Any application returned by OCDA for re-work must be

completed within 14 days or a new request submitted.

Any application rejected by OCDA can be appealed within 7 days. Any
appeal must be re-submitted via the Senior Officer.

Statistical returns for communications data acquired using IPA will be
submitted to the Investigatory Powers Commissioner by the Head of

Information Governance & Risk upon request.
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14.10

14.11

15.

15.1

15.2

15.3

16.

16.1

17.

17.1

18.

18.1

The Head of Information Governance & Risk will comply with requests
from the Investigatory Powers Commissioner and the National Anti-Fraud
Network (NAFN) in relation to the organisation of inspections of the

Council.

Council staff will refer to the statutory Codes of Practice issued by the
government and guidance issued by the Council when applying for

communications data.
Reviews, Renewals and Cancellations of RIPA Authorisations

The applying officer must review the authorisation on a monthly basis to

decide if the operation needs to continue.

RIPA authorisations must be cancelled as soon as they are no longer
required. Cancellations must be authorised by the Council’s Authorising
Officer.

RIPA authorisations are only valid for 3 months. If a renewal is required, it
must be applied for prior to the three-month deadline. Renewals must be

authorised by the Council’s Authorising Officer and the Magistrate.
Reporting Errors in RIPA Authorisations

All errors in RIPA authorisations must be reported immediately by the
applying manager or Authorising Officer to the Head of Information

Governance & Risk.
RIPA requests from Third Parties

Requests from third parties to use Council equipment, facilities or
buildings quoting RIPA authorisations must be made in writing, including
a copy of the RIPA authorisation (redacted if necessary) and referred to
the Head of Information Governance & Risk, or in the case of CCTV, the
CCTV Manager.

CCTV

The Council operates CCTV systems, the use of which is subject to the
national CCTV code of practice, as adopted by the Council.
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18.2

18.3

18.4

18.5

19.

19.1

19.2

19.3

19.4

19.5

Where CCTV cameras are used covertly as part of an operation to
observe a known individual or group, an appropriate authorisation must
be applied for.

The Council will keep its CCTV protocol up to date.

The Head of Information Governance & Risk will comply with requests
from the CCTV Commissioner in relation to the organisation of

inspections of the Council.

Any statistical returns required by the CCTV Commissioner will be
supplied to him by the Head of Information Governance & Risk upon

request
Surveillance of Employees and NON-RIPA Surveillance

The Council may use Surveillance and the acquisition of internal
communications data where there are grounds to do so. Procedures must
be followed in relation to its staff where it is appropriate and legal to do so
to protect the Council against claims of a breach of Article 8. A RIPA
authorisation is not available in these circumstances. It is good practice to

apply the same process however to address Article 8 considerations.

All managers must consider the impact on the human rights of the staff
member(s) under formal surveillance and complete one of the

appropriate forms which can be found on the Council’s intranet.

The Council will follow the ICO’s 'Employment Practices Code’ to ensure
employees' personal information is respected and properly protected
under the Data Protection Act 2018.

For the acquisition of communications data (including but not limited to
cryptag logs, email accounts, computer access, printing logs, internet use
logs and telephone call logs) and CCTV footage (overt or covert)
managers must complete the ‘Interception of Communications Form’
which can be found on the Council’s intranet and submit it to the

Corporate Investigations Team.

For all other directed surveillance of staff, managers must submit a

request to the Corporate Investigations Team.
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19.6

19.7

19.8

19.9

RIPA does not grant powers to carry out surveillance. It simply provides a
framework that allows the Council to authorise and supervise a defined
category of surveillance in a manner that ensures compliance with the
Human Rights Act 1998. Equally RIPA does not prevent surveillance from
being carried out in other circumstances that fall outside the RIPA

framework.

There may be times when it will be necessary to carry out covert Directed
Surveillance or use a CHIS other than by using RIPA. For example, in
relation to an investigation into an allegation that a contractor is not
carrying out their work as contracted, a serious disciplinary offence by a
member of staff is alleged e.g. gross misconduct, or children are at risk
where Court Orders are not being respected, then a RIPA authorisation is
not usually available because “criminal proceedings” are not normally

contemplated.

Similarly, there may be serious cases of neighbour nuisance or involving
anti-social activity which involve potential criminal offences for which the
penalty is below the thresholds which would enable use of a RIPA
authorisation. Nonetheless in such cases there may be strong grounds
for carrying out Directed Surveillance or use of a CHIS. Indeed there may
be circumstances in which Directed surveillance or use of CHIS is the
only effective means of efficiently obtaining significant information to take

an investigation forward.

Officers should be particularly careful to ensure that individuals who are
not a CHIS at the outset of an investigation do not inadvertently become
a CHIS by a process of “status drift”. If, for example a complainant
volunteers to obtain further information about a person being
investigated, care should be taken to consider whether the proposed
action would involve the complainant becoming a CHIS and if so whether
that is appropriate and in accordance with RIPA and the CHIS Code of

Practice. Advice should be sought from the Head of Information
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19.10

Governance & Risk if such conduct is suspected.

In the circumstances outlined above, a RIPA application may be
completed in accordance with this Policy and the application must be
clearly endorsed in red “NON-RIPA SURVEILLANCE” along the top of
the first page. The application must be submitted in the normal fashion to
the Authorising Officer who must considered it under the necessity and
proportionality test in the same way they would a RIPA application. The
normal procedure of timescales, review and cancellations must also be

followed.

19.11 The authorisation, regular review, the outcome of any review, renewal

20.

20.1

20.2

applications and eventual cancellation must be notified to the RIPA
Monitoring Officer in the normal way and using the same timescales as
would be applicable to a RIPA investigation. However, for non RIPA
surveillance the requirement to seek approval from the Magistrates Court
is inapplicable. The authorisation for non RIPA surveillance takes effect

from the date that it is authorised by the Authorising Officer.

Social Media

In some investigations, social media sites can form a useful source of
intelligence. Usually a review of open source sites will not require
authorisation. However, if reviews are carried out in respect of the same
individual with some regularity, this may amount to directed surveillance

and authorisation should be obtained.

If it is necessary and proportionate for the Council to covertly breach
privacy controls (e.g. by becoming an account holders “friend” using a
false identity) to conduct an investigation, then a directed surveillance

authorisation will be required.

20.3 If the surveillance involves more than merely reading the sites contents,

20.4

then an authorisation for the use and conduct of a CHIS will be required.

Such activities may be monitored by the Council.
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21 Storage and Destruction of Surveillance Data

20.1 The Head of Information Governance & Risk will store all signed

authorisations electronically centrally in a secure manner.

20.2 All electronic copies of the signed authorisations, will be retained for three
years and then disposed of securely, unless it is believed that the records
could be relevant to pending or future criminal proceedings, where they
must be retained for a suitable further period, commensurate to any

subsequent review.

22. Compliance with the Legislation
22.1 The Council recognises the need to make the contents of this Policy

known and ensure compliance by every employee.

22.2 The Head of Information Governance & Risk will notify relevant staff of
changes to RIPA and surveillance legislation, how these changes will
affect them, when they will occur and what is needed to stay within the

law.

22.3 Elected members will receive a bi-annual RIPA report via the Audit

and Risk Committee, plus any updates to this policy.

22.4 The Council also recognises the need to make their policies known and
accessible to the public. This policy will be published on the Council’s
website.

22.5 RIPA statistics, suitably redacted as to not reveal specific operations,
will be published on the Council’'s website annually via the open data

site.

22.6 Leicester City Council expects all employees to comply fully with this
policy. Disciplinary action may be taken against any Council employee
who knowingly breaches any instructions contained in, or following

from, this policy.
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23.
23.1

23.2

24
24.1

25

25.1

Complaints

Complaints relating to any surveillance matters must be made in

writing and addressed to:

Head of Information Governance & Risk
Legal, Coronial & Registrars Services
Leicester City Council

4™ Floor, City Hall

Leicester

LE1 1FZ

info.requests@leicester.gov.uk

If the complainant is still unhappy following the Head of Information

Governance & Risk’s response they must be advised to write to:

The Investigatory Powers Tribunal
PO Box 33220

London

SW1H 9ZQ.

Tel. 0207 035 3711

Internal Charging
Costs incurred by the Council as a result of cases which are progressed
to the Investigatory Powers Tribunal or the courts, will be charged to the

relevant service area.

Further Guidance

Further guidance entitled ‘How to Carry Out Surveillance’ can be found

on the Council’s intranet site.
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